





INFORMATION SECURITY OVERVIEW

Information Security is the practice of defending information from unauthorized
access, use, disclosure, disruption, modification, perusal, inspection, recording or

destruction.
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Desired Goals:
® Security: Controlling access and privacy of data

* Integrity: Consistency, accuracy and trustworthiness of
the data

® Availability: Insuring that data is accessible to users
and business continuity measures are in place

Security Measures:
®* People: Education, Training and Awareness
® Process: Policy, Standards and Procedures

® Technology: IT Solutions
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INFORMATION SECURITY OVERVIEW

Information Security is not a single
technology; rather it is a multi-
layered strategy comprised of the
People, Processes and Technology
necessary to prevent, detect,
document and counter threats to

digital and non-digital information.
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INFORMATION SECURITY OVERVIEW

Deviations in service from service providers Fluctuations in power, data and other services
Espionage or trespass Unauthorized access and/or data collection

Forces of nature Fire, flood, earthquake, lightning, etc.

Human error or failure Accidents, employee mistakes, failure to follow policy

Information extortion Blackmail, threat of information disclosure

Sabotage or vandalism Damage /destruction of systems or information

Software attacks Malware: viruses, worms, DOS attacks, Trojans, etc.
Technical hardware failures Hardware equipment failure
Technical software failures Bugs, code vulnerabilities, unpatched software, etc.

Technological obsolescence Outdated technologies or practices

Theft lllegal confiscation of equipment or information



BY THE NUMBERS

®* The City of Denton detected 55 million threats. This includes over 30 thousand

instances of spyware and 5,000 viruses.
®* The City of Denton has blocked over 990,000 attacks from 367 unique attack types.
® On average, we block about 50,000 thousand malicious webpages a month.

® Received over 7,042,339 million emails. Out of those, 69% percent were detected

as threats and only 30% percent (2,968,927) were delivered to email recipients.



A staggering 43% of companies have

experienced a data breach in the past year

Source: USA Today



Worst Data Breaches of 2015

Federal Office of Personnel Management
An attack exposed over 21.5 million citizen
records compromised.

Lansing Board of Water and Light
Ransomware left systems offline for nearly a
week.

Unnamed water utility

Hackers breached a water utility and
manipulated systems responsible for water
treatment and flow control

City of San Antonio
City sends $349,000 to fraudulent account

Grapevine Police Department
Database was hacked as a group
demanded dashcam video of shooting.
Dallas County, Texas

Data breach of residents information online

for over 6 months
Damariscotta County Sheriffs Department,
Maine

Malware outbreak caused them pay

hackers to retrieve confidential records
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PEOPLE

® Hiring

® Security awareness training
® Education

® Assessment

® Accountability
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Password policies anc . L
etainers with companies specializing in

Controlled use of administrative privileges ntformation securi
Proactive monitoring and analysis of logs

Vulnerability assessments, penetration testing and
Tabletop Exercises
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local security policie

App ica 10N Sxagyrii‘y application testing e review, database
monitoring

Data Security: drive encryption, data archive, data wiping, data
classification, identity access management



©Implement

policy.

Review our Incident Response Plan

------

Use ITIL methodolgies o improve information security by
allowing current practices to be replaced with standardized,

integrated processes based on industry best practices
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ome non-compliant

regarding ele ect to NERC audits and potential

electric system.

fines for non-compliance
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®* DME meets all of these sta

compliant since their effective date of July 1, 2016.
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CIP Standard Subject Matter Covered by Standard

CIP-002-5.1
CIP-003-6

CIP-004-6
CIP-005-5
CIP-006-6
CIP-007-6
CIP-008-5
CIP-009-6
CIP-010-2
CIP-011-2
CIP-014-2


http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-002-5.1&title=Cyber Security %E2%80%94 BES Cyber System Categorization
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-003-6&title=Cyber Security - Security Management Controls
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-004-6&title=Cyber Security - Personnel & Training
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-003-6&title=Cyber Security - Security Management Controls
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-004-6&title=Cyber Security - Personnel & Training
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-005-5&title=Cyber Security - Electronic Security Perimeter(s)
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-003-6&title=Cyber Security - Security Management Controls
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-005-5&title=Cyber Security - Electronic Security Perimeter(s)
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-006-6&title=Cyber Security - Physical Security of BES Cyber Systems
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-003-6&title=Cyber Security - Security Management Controls
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-006-6&title=Cyber Security - Physical Security of BES Cyber Systems
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-007-6&title=Cyber Security - System Security Management
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-003-6&title=Cyber Security - Security Management Controls
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-007-6&title=Cyber Security - System Security Management
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-008-5&title=Cyber Security - Incident Reporting and Response Planning
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-003-6&title=Cyber Security - Security Management Controls
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-008-5&title=Cyber Security - Incident Reporting and Response Planning
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-009-6&title=Cyber Security - Recovery Plans for BES Cyber Systems
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-003-6&title=Cyber Security - Security Management Controls
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-009-6&title=Cyber Security - Recovery Plans for BES Cyber Systems
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-010-2&title=Cyber Security - Configuration Change Management and Vulnerability Assessments
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-003-6&title=Cyber Security - Security Management Controls
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-010-2&title=Cyber Security - Configuration Change Management and Vulnerability Assessments
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-011-2&title=Cyber Security - Information Protection
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-003-6&title=Cyber Security - Security Management Controls
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-011-2&title=Cyber Security - Information Protection
http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-014-2&title=Physical Security

® Electro

® Annual training for users & Annual document and process review
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